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PROFESSIONAL SUMMARY
Cybersecurity analyst with hands-on experience in security monitoring, threat detection, and vulnerability management across enterprise environments. Experienced in analysing security alerts, supporting incident response, and improving detection workflows through SIEM platforms. Strong understanding of information security frameworks such as NIST and ISO 27001, with a focus on helping teams implement secure-by-design practices and strengthen organizational security posture.
CORE COMPETENCIES
Penetration Testing & Vulnerability Assessment • SIEM Engineering (Splunk, ELK, QRadar, SentinelOne) • Malware Analysis & Digital Forensics • Network Security & EDR • Python, Bash & JavaScript • Cloud & Infrastructure Security (AWS fundamentals) • Security Frameworks (NIST, ISO 27001, ASD Essential 8) • Splunk • SentinelOne • Data Pipelines & Log Ingestion • Agile / Collaborative Delivery Environments 
PROFESSIONAL EXPERIENCE
Cybersecurity Intern | Paramount | Nov 2025 – Present
· Implemented and configured SentinelOne EDR across enterprise endpoints to enhance threat detection, response capabilities, and endpoint visibility.
· Worked with IBM QRadar SIEM to monitor security events, triage alerts, and assist in identifying suspicious activity across client environments.
· Conducted vulnerability assessments using Tenable Nessus, analyzing scan results, prioritizing risks, and supporting remediation strategies to reduce exposure.
· Applied network security fundamentals including secure network design, segmentation, firewall configuration, and access control principles within enterprise environments.
· Supported log ingestion and security monitoring pipelines, ensuring endpoint, network, and infrastructure telemetry was correctly captured and analyzed.
· Collaborated with senior engineers to strengthen monitoring, endpoint security posture, and overall infrastructure resilience.
· Applied MITRE ATT&CK aligned detection logic to identify brute-force attempts, privilege misuse, and lateral movement indicators.
· Contributed to improving security awareness among technical teams among different clients by sharing best practices for secure configurations, access controls, and threat prevention.
Marketing Officer / Student Consultant | Curtin Consulting Group | Feb 2025 – Nov 2025
· Developed targeted marketing content for consulting partners including Visagio, Deloitte, and SIA Partners.
· Executed social media campaigns aligned with firm branding and recruitment strategies.
· Fostered professional relationships with industry partners, supporting events, workshops, and engagement initiatives.
· Enhanced brand visibility through consistent, professional communication across digital platforms.
Valet & Carpark Supervisor | Westfield Carousel| Sep 2024 – Feb 2025
· Managed shift planning and task delegation for valet staff to maintain operational efficiency during peak hours.
· Trained new team members in valet operations, customer service standards, and safety compliance.
KEY PROJECTS
SIEM & Threat Detection Lab (ELK Stack) | 2025
· Built a centralized security data pipeline using ELK Stack with Filebeat and Winlogbeat to ingest multi-source telemetry.
· Normalized multi-source logs to detect anomalies such as brute-force attempts, port scans, and privilege escalations.
· Developed custom correlation rules aligned to MITRE ATTACK techniques and dashboards to emulate SOC workflows and real-time threat detection.
· Integrated threat intelligence feeds and optimized alert logic to reduce false positives and enhance response accuracy.
Food Security Intelligence Dashboard | 2025 | GitHub: atnevin32/Food-Security-Dashboard
· Built an end-to-end food security analytics dashboard monitoring humanitarian funding, population-reached metrics, and vulnerability indicators.
· Aggregated and cleaned multi-source datasets using SQL and cloud-based data storage; developed automated data refresh workflows.
· Designed interactive Grafana visualizations including time-series KPIs, geospatial maps, and funding gap trend panels.
· Created performance indicators (funding gap %, coverage ratios, vulnerability index trends) to support real-time decision insights.
TECHNICAL EXPERTISE
Secure Network Architecture & Implementation
· Designed and deployed secure network environments using Cisco routers and switches, implementing network segmentation, VLAN configurations, and firewall policies.
· Configured and managed Palo Alto firewalls to enforce network security controls, traffic filtering, and threat prevention policies.
· Applied network security principles through packet analysis, access controls, and IDS deployment across enterprise and lab environments.
· Implemented identity controls via MFA, SSH key-based access, and group-based permissions across Linux and Active Directory environments.
· Practiced privilege separation, password policies, and account auditing to strengthen access governance and system security.
Security Operations and Detection 
· Implemented SentinelOne EDR to enhance endpoint threat detection, response, and real-time monitoring across enterprise environments.
· Deployed and configured Splunk SIEM for centralized log collection, security event analysis, and detection rule development.
· Built SIEM pipelines and dashboards using ELK and Splunk  to support security event monitoring, alert investigation, and threat detection workflows. Created correlation rules to detect brute-force attacks, privilege misuse, and port scanning.
· Developed threat intelligence driven alerts and tuned detections to reduce false positives.
· Configured firewalls, IDS, honeypots, and MFA-secured access to strengthen security monitoring environments.
· Performed endpoint monitoring and log forensic analysis to support incident investigation and threat analysis.
Security Standards & Governance
· Familiar with ASD Essential 8, ASD ISM, NIST CSF 2.0, ISO27001, MITRE 
· Practiced vulnerability assessment, risk documentation, and mitigation planning
· Implemented secure configurations aligned with least privilege and hardening guides
· Supported security and compliance assessments by reviewing system configurations and identifying gaps against security frameworks such as ISO 27001 and NIST.
· Assisted in documenting risks and recommending mitigation strategies aligned with organisational security policies
EDUCATION & CERTIFICATIONS
Bachelor of Computing (Cybersecurity) | Edith Cowan University | 2023 – 2026
CompTIA Cybersecurity Analyst (CySA+) – In Progress
Singularity AI SIEM Certificate (SentinelOne) – 2026
CompTIA network+ - (2026)
Singularity SIEM Certificate (SentinelOne) - 2026
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